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1. OGo3HavyeHus M COKpaLLEHHS
NCTI /11 — uapopManiMoHHAas CUCTEMA NIEPCOHALHBIX TAaHHBIX.
HCJI - HecaHKIMOHUPOBAHHBIN JOCTYTI.
ITJI1 — nepcoHaIbHbIE TaHHBIE.

[TomuTuka — monuTHKa 06paSOBaTeJ'IBHLIX yqpemueHHﬁ B OTHOILICHHUHN 06p8.60TKI/I NEpCOHAIBHBIX
JaHHBIX.

C3I1JH — cucreMa 3a1uThl IEPCOHATBHBIX JaHHBIX.
T3KU — rexHuueckas 3anmra KOHPUISHIMATLHOW HHPOPMAIIIH.

TC — TexHUYECKOE CPECTBO.

2. TepmuHbl U onpeaeaeHust

ABTOMaTI/ISI/IpOBaHHaSI o6pa60TI<a NEPCOHAIBHBIX JAHHBIX — 06pa60TI<a NEPCOHAJIBHBIX JAHHBIX

C MMOMOIIBIO CPCIACTB BBIUHMCIIMTEILHOM TEXHUKH.

besomacHocTh I/IH(i)OpMaL[I/II/I—COCTOHHI/Ie 3allIUIIICHHOCTHU I/IH(i)OpMaI_II/II/I, XapaKTCPU3lyecmMoce

CHOCOOHOCTBIO TEXHHUYECKHUX CpPEACTB W HWH(POPMALMOHHBIX TEXHOJOTHH o0ecreynBaTh

KOH(QUICHIIMAILHOCTD, IEJIOCTHOCTh W JIOCTYIIHOCTh WHGpOpManmuu Tpu ee  o0paboTke

TEXHUYCCKUMHU CPEACTBAMU.



Bupyc (KOMIBIOTEpHBIM, NPOrpaMMHBIM)— HCHOJHSAEMBIM NPOrpaMMHBIM  KOJA WU
WHTEPIPETUPYEMBI HAOOpP WHCTPYKIMH, 00Jagalomuidi CBOWCTBAMHU HECAHKIIMOHHMPOBAHHOTO
pacrpocTpaHeHHs U camoBocIipon3BeieHus. Co3naHHble 1yOIMKaThl KOMIIBIOTEPHOTO BUpYCa HE
BCErJa COBHAJAIOT C OPUTHHAIOM, HO COXpaHSIOT CIOCOOHOCTh K JajbHEUIIeMy

PacCIpoOCTPpaHCHHUIO W CaMOBOCIIPOU3BCACHUIO.

Bpenonocnas ~ mporpamma—  mporpamMma, — IpeJHa3sHadeHHas 1 OCYILECTBIICHUS
HECaHKIIMOHUPOBAHHOIO JIOCTyNa U (WJIK) BO3JEHCTBYS Ha IEPCOHAJIbHBIE TaHHBIE WJIU PECYPCHI

HH(bOpMaHHOHHOﬁ CHUCTEMBI IIEPCOHATIBHBIX TaHHBIX.
]_IOCTYH K I/IH(l)OpMaHI/II/I — BO3MOXXHOCTB ITIOJIYUCHUA I/IH(bopMaI_II/II/I n €€ HUCII0JIb30BaHMUA.

3amnmaeMa}1 I/IH(bopMaI_II/IH— I/IH(i)OpMaHI/Iﬂ, ABJIAOIIAACA IMPEAMETOM COOCTBEHHOCTH U
noiiexkKamasa 3amuTe B COOTBCTCTBUU C Tpe60BaHI/I$IMI/I MPaBOBBIX JOKYMCHTOB HWJIA

TpeOOBaHUSIMH, yCTaHABINBAEMBIMU COOCTBEHHUKOM MH(pOPMALIUH.

WNndopmanronHas cucreMa MEepCOHAIBHBIX JAHHBIX — COBOKYITHOCTh COJAEpIKaIlMXcs B 0a3ax
JAHHBIX TIEPCOHANBHBIX JIAHHBIX W O00ECIeYMBAIONMX HUX O00padOTKy HH(MOPMAIIHOHHBIX

TEXHOJIOTHH U TEXHUIECKNX CpEAaCTB.

HcTouHuk yrpo3bl 6€301MacHOCTH HHPOpMAUU — CyOBEKT OCTyNa, MaTepuaibHbI 0OBEKT WU
¢du3ndeckoe sBICHHE, SBIAIOLIMECS TMPUYMHOM BO3ZHHUKHOBEHHUS YIpo3bl 0€30MacHOCTH

UH(pOpMaIUK.

Hakonutens wuHMOpManuu—ycTpoWcTBO, MNpeAHA3HAYEHHOE MJs 3amucd W (WIKM) YTeHUus
uHbOpMallMi Ha HOcHUTenb HHQpopMaiuu. Hakomutens mHGOpMAlMd KOHCTPYKTHBHO MOKET
coJepkatb B cebe HEeOTUyX IaeMblii HOCUTENh HH(POpMAaIH, THO0 MOXKET OBITh MpEIHA3HAYCH
JUISL MCTIONB30BaHMSI CMEHHBIX HocuTened uHpopMauuu. Hakonurtenu nonpasaenstorcs Ha
BCTPOEHHBIE (B KOHCTPYKTHBE CHCTEMHOTr0 OJ0Ka) M BHEIHIHHE (IIOJICOeINHSAEMbIE Yuepe3 MOopT).

BCTpOCHHBIe HAKOIIUTCIN NOAPA3ACIAOTCA Ha CbCMHBIC U HCCHbCMHBIC.

Hapymurens 06e30macHOCTH MEPCOHATBHBIX JAHHBIX — (U3WYECKOEe JIHIO, CIy4yailHO MWIIH
NpeaAHaMCpCHHO COBCPUIAIOIICE HCﬁCTBI/IH, CJICACTBMEM KOTOPBIX ABJIACTCA HAPYLICHUC
0€30MacHOCTH TIEPCOHAIBHBIX JaHHBIX MPH HX 00paboTKe (B TOM YHCIE TEXHHYECKUMU

CpCI[CTBaMI/I) B I/IH(I)OpMaI_II/IOHHBIX CHUCTCMaAxX MEPCOHAJIbHBIX NAHHbIX.

HecankoHpoBaHHBIA JOCTYN (HECAaHKLUMOHUPOBAHHBIE NEHCTBHS)— IOCTYyN K MH(OpMaruu
WIN JefcTBUSA ¢ MHpOpMalLKel, OCyLECTBIsEMblE C HAPYILICHUEM YCTaHOBJICHHBIX MPaB U (MUJIH)

OpaBWI JIOCTyNa K MHGOpMAIMM WM JEHCTBUHA C HEW ¢ NMpPUMEHEHHEM LITaTHBIX CPEACTB



HH(i)OpMaHHOHHOﬁ CUCTCMbI WJIKM CPCACTB, AHAJIOTHYHBLIX WM II0 CBOUM q)YHKHHOHaJ'II)HOMy

NpeIHA3HAYCHHUIO U TEXHHYECKUM XapaKTEPUCTHKAM.
Hocurens napopmanmm — hpusndecknii 00bEKT, MpeIHa3HAYCHHBIN IS XpaHeHUsT HH(OpMaInu.

O06paboTka nepcoHaIbHBIX JAaHHBIX — JIF000€ AelicTBUE (Orepalysi) Wik COBOKYITHOCTh
JeCcTBUH (omepaluii), COBEPIIAEMBIX C UCIIOJIE30BAHUEM CPEJICTB aBTOMATU3AIIUH W 0e3
UCIIOJIb30BAaHUS TAKUX CPEJICTB C MEPCOHATIBHBIMH JaHHBIMM, BKIIHOUast cOOp, 3aIKCh,
CHCTEMaTH3alllI0, HAKOIUICHNE, XpaHeHHEe, yTOUHeHHEe (OOHOBIIEHUE, N3MEHEHHE), U3BIICUCHUE,
WCIIOJIB30BaHUE, Tiepeaady (pacnpocTpaHeHue, MpeaoCcTaBleHue, J0CTYI), 00e3TnIuBaHue,

6J'IOKI/IpOBaHI/Ie, YAAJICHUE, YHUYTOXKCHHUEC IICPCOHAIIBHBIX JaHHBIX.

OrnepaTop— rocyapCTBEHHBIA OpraH, MyHHUITUTIATBHBIA OpPraH, OPUINIECKOE WIH (PU3NIECKOe
JIUIIO0, CAMOCTOSITENILHO UM COBMECTHO C JPYTMMH JIMIIAMH OPTaHU3YIOMIHUE U (TN )
OCYIIECTBIISIONINE 00Pa0OTKY MEPCOHATBHBIX JJAHHBIX, & TAKIKE OMPEACISIONINE IeTTN
00pabOTKK MEPCOHATIBHBIX TJAHHBIX, COCTaB MEPCOHAIIBHBIX JIAHHBIX, MOJICKAITUX 00paboTKe,

NeicTBUS (onepalnu), COBEpIIaeMbIe ¢ IEPCOHAIBHBIMU JTAHHBIMH.

[TepexBaT (MHGOpPMALIHH )— HEMTPABOMEPHOE MOTyUYeHHE HH(DOPMAITUU C UCTIOJIb30BAaHUEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTRIISIIOIIET0 OOHApYKEHUE, TPUEM B 00paboTKy

I/IH(bOpMaTI/IBHLIX CHUTHAJIOB.

HCpCOHaJ'H:HBIe JaHHBIC — mo0ast I/IH(I)OpMaLII/I}I, OTHOCAIIAsACA K MPAMO UM KOCBCHHO

OTIpeNIeJICHHOMY HJIM OTIpesieisieMoMy (hHU3NYEeCKOMY JIHIY (CyOBEKTY MepCOHATBHBIX JTaHHBIX).

[Tonp30oBaTens HHHOPMAIIMOHHON CHCTEMBI IEPCOHANBHBIX TaHHBIX— JIUIO, YYaCcTBYIOIIEE B
(GYHKIMOHUPOBAHUH HUH(OPMAIIHOHHON CUCTEMBI IIEPCOHABHBIX TAHHBIX WIIH UCTIONB3YIOIIee

pe3yabTaThl €€ PYHKITMOHUPOBAHHS.

PaCHpOCTpaHeHI/Ie NEPCOHAIBHBIX JAHHBIX — )ICﬁCTBI/IS[, HaITpaBJICHHBIC HA PACKPBITUEC

MNEPCOHAJIbHBIX JaHHBIX HCOIIPCACIICHHOMY KPYTY JIMII.

Cucrema 3alMThl IEPCOHATBHBIX JAHHBIX — KOMIUIEKC OpraHU3allMOHHBIX MEp U MPOrpaMMHO-
TEXHUYECKUX (B TOM YHCIIE KPUNTOTpahpuyecKnx) cpesicTB obecreyeHns: 6e30nacHOCTH

uHpopmanuu B UCIT/IH.

TexHuueckue cpeacTBa HMHMOOPMAIIMOHHONW CHUCTEMbI IEPCOHANBHBIX TaHHBIX — CpPEICTBA
BBIUMCIUTENbHON TEXHUKH, NTHPOPMALIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA U
CUCTEMBI Mepenayd, mnpuemMa U oOpabOTKM MEepPCOHANbHBIX JAaHHBIX (CPEICTBA W CHUCTEMBI

3BYKO3aIllUCH, 3BYKOYCWJICHHUS, 3BYKOBOCIPOU3BCACHHA, IICPECTOBOPHBIC U TCICBU3UOHHBIC



YCTpOﬁCTBa, Cpe€acTBa M3rOTOBJICHUA, TUPAXUPOBAHHA JOKYMCHTOB W APYIUC TCXHHUYCCKHUC
cpeacTBa oOpabOTKH peueBOM, Tpaduueckoil, BHACO- U OYKBEHHO-IM(POBOH HHPOpMAIUN),
NpOTrpaMMHBIC Cpe/icTBa (ONEPalMOHHBIC CUCTEMBI, CHCTEMBbl YIpPaBJCHUs 0a3aMu JaHHBIX U

T.1.), CPEJCTBA 3AIUTH HHPOPMAITHH.

TexHnueckuii KaHal yTeuykd MH(GOPMAIMH — COBOKYIMHOCTh HOCUTENs MHpopManuu (CpeacTna
00paboTKu), (HU3UYECKON Cpeapl PACTIPOCTPAHCHUS MHPOPMATHBHOTO CHUTHAJa W CPEJICTB,

KOTOPBIMU JJ0OBIBaeTCA 3aluiiaeMast iHGopmarus.

Yrpo3bl 06€30HacHOCTH IMEPCOHAIBHBIX JIA@HHBIX — COBOKYIHOCTb YCJIOBUH M (DaKTOpOB,
CO3JIAIOLIMX OMNACHOCTh HECAHKLIMOHUPOBAHHOIO, B TOM 4YHCIE CIy4alHOro, JaocTyna K
NEPCOHAIBHBIM JAaHHBIM, DPE3YJbTaTOM KOTOPOIO MOXKET CTaTh YHUYTO)KCHHE, W3MEHECHHE,
0JIOKMpOBaHKE, KOIMPOBAaHUE, DPACIPOCTPAHEHHWE II€PCOHAIBHBIX JAHHBIX, & TaKK€ HHBIX
HECAaHKI[MOHUPOBAHHBIX JECUCTBUHI npu ux o0paboTke B HMHPOPMALMOHHON cHCTEME

INEPCOHAIbHBIX TaHHBIX.

YHHU4UTOXKECHIE NEPCOHAJIBHBIX JAaHHBIX — HeﬁCTBHﬂ, B PE3YIBTATC KOTOPBIX CTAHOBHUTCA
HCBO3MOXHBIM BOCCTAHOBUTH COACPIKAHUC TICPCOHAJIBHBIX JaHHBIX B HH(I)OpMaHHOHHOﬁ
CUCTCMC NICPCOHAIIBHBIX JAHHBIX U (I/IJII/I) B pC3YyJIbTAaTC KOTOPBIX YHUUTOXKAIOTCA MaTCpPpHUAJIbHBIC

HOCHUTCIIN NIECPCOHAIBHBIX JTaHHBIX.

VYreuka (3ammmaemMoii) uHGOpPMAnMHM IO TEXHHYECKHMM KaHajaM — HEKOHTPOJIHPYeMoe
pacnpocTpaHeHue MHGOpMAlMU OT HOCHUTENS 3aluilaeMoil MHpopManuu depe3 (HU3HUecKyro

cpeay A0 TCXHUICCKOI'o CpeacTBa, OCYMICCTBIIAIOIICTO IICPECXBAT I/IHq)OpMaI_II/II/I.
3. OCHOBHBIE MOJIOKEHHUSA

Hacrosmas [TonuTika ycTaHaBIMBaeT MOPSAIOK OpPTaHU3AIMU W MPOBEIACHUS padOT IO 3aIIuTe

unpopmanuu B UCII/IH, co3maBaeMbIX U 9KCILUTyaTUPYEMbIX B 00pa30BaTEIbHOM YUPEKICHHUH.

TpebGoBanust Hacrosimed [lonmuTukKM pacmpocTpaHsIOTCS Ha 3alIuTy uHpopmanuu ¢

OTpaHUYEHHBIM JIOCTYIIOM, OTHECEHHOU K MH(popManuu, cocrassromeii [1/1H.

IlonuTuka sBIAETCA NONOJHEHUEM K JEHCTBYIOIMM B P® HOpPMAaTHBHBIM JOKyMEHTaM II0
BOIpocam obecrnieueHust nHpopmaimonHoit 6e3omacHoctu [1/1H, u HE UCKIIOYaeT 0053aTETLHOTO

BBITMIOJTHEHUSI UX TPEOOBAHUU.

[TonmTHKAa CITY’)KUT OCHOBOH IS pa3pabOTKH KOMIUICKCA OPTaHU3AIMOHHBIX U TEXHHYECKUX MEp
no obecrnedueHnio MHPOpMaMOHHON Oe3omacHocTy [IJ[H 00pa3oBaTeNbHBIX YyUpexKIACHUH, a

TAaK¥XXC HOPMATHUBHBIX U METOJUUCCKHUX JOKYMCHTOB, O6CCHC‘{I/IB8.IOIJ_[I/IX €C pcajin3alnio.



[TonuTHka onpezaenser clieayollre OCHOBHBIE BOIIPOCHI 3alllUThl HH(OPMAaLIUU:
OCHOBHBIC IIPUHIIUITBEI M TPEOOBAHUS 110 3aIuTe HHPOopMaIuu, coctapisrommeit [1/1H,
MOPSZIOK OPTaHU3alUU U TIPOBEACHHS paboT Mo 3anuTe nHHOpMaIHH,

MOPSAOK oOecreueHus 3auuThl HHpopmaiuu npu sxcruryatanuu UCIT/IH,

HOPSIOK OpraHu3alMy AEJIONPOU3BOICTBA, XPAaHEHHU U 0OpallleHUs] HAaKOIUTEeNeH U HocUTeNen
UH(pOpMaLUY.
4. IlpuHOMNbI o0ecneyeHHs] 3aIUTHI HHPOPMALINH, COCTABJIAIOLIEH ePCOHAIbHbIE

JAHHBbIC

3ammra wHbOpManuu, cocrapisronieil [1/lH gomKHA OCYIIECTBIATHCS B COOTBETCTBUH CO

CJICAYHOIMMHU OCHOBHBIMH NPUHIHUIIAMHU:

3aKOHHOCTh — Hpefnonaraer odbecnedenue 3amutel [I/lH B COOTBETCTBUU C ACHCTBYIOIUM B
P® 3akoHOAaTEIHCTBOM M HOPMATHUBHBIMU akTaMu B obmactu 3aumthl I1/{H. Ilons3oBarenu u
obcmyxuBatoumii nepcoHan WCII[IH nomkHBI OBITH OCBEIOMJICHBI O TpaBWIIAX M IOPSIKE

paboThI ¢ 3amuIaeMoi HHGOpMaIHe 1 00 OTBETCTBEHHOCTH 3a UX HApYIICHHE.

CucreMHOCT — npeamnojgaract yde€Tr BCEX B3aMMOCBA3aHHBIX, BSaHMOHeﬁCTByIOHIHX u
HU3MCHAIOINXCA BO BPEMCHU JJICMCHTOB, YCJIOBI/Iﬁ u (baKTOpOB, CYIICCTBCHHO 3HAYUMBIX IJIA

MOHUMAaHMA U perieHus npodnemsl odecnieuenust 6ezonacHoctu [11n UCTI/IH.

KommiekcHOCTh — IpeanosiaraeT coriiacoBaHHOE MPUMEHEHNUE PA3HOPOIHBIX CPEJICTB U CUCTEM
IpH TIOCTPOCHUW KOMIUIEKCHON CHCTEMBI 3alUThl HWH(pOpMAIuu, TepeKphIBAIONICH BCe
CYILLIECTBEHHBIE KaHaJlbl pealu3ali yrpo3 MU HE cojaepKalled ciaabblX MEeCT Ha CTBIKAax
OTJIETIbHBIX €€ KOMIIOHEHTOB. [[J1s1 KaXkI0T0 KaHaja yTeYKd HHPOPMAIMH U JIJIS KaXXI0H yIpo3bl
0€30MacHOCTH JOJKHO CYIIECTBOBAaTh HECKOJIBKO 3alIUTHBIX pyOeked. Co3laHue 3allUTHBIX
pyOexeil OCYIIeCTBISETCS C Y4€TOM TOTO, YTOOBI NI WX MPEOAOJCHHS MOTCHIIMATLHOMY
3JI0YMBIIUIEHHUKY TpeOOBAIUCH npodeccuoHabHBIC HaBBIKH B HECKOJIbKHX

HEB3aMMOCBI3aHHBIX 00J1aCTAX.

HemnpepsiBHOCTE — mpeamnonaraer Qynknuonupoanue C3IIJlH B Buge HEmpepbIBHOTO
LeJI€HANPABICHHOT0 MpoIlecca, MPEANoJarallero NpUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX
sranax xu3HeHHoro mukina UCIIOa. UCII[JH momKHBEI HAXOAUTHCS B 3aIUIICHHOM COCTOSHUU
Ha TIPOTSHKCHUM BCETO BPEMEHU WX (YHKIIMOHHPOBAHHS. B COOTBETCTBUU C 3TUM MPHUHIUIIOM

JIOJOKHBI MPUHUMATBCS Mephl, He gomyckaronue nepexoa MCII/IH B He3auMIIEHHOE COCTOSHUE.



CBOEBpPEMEHHOCTh — MIPEANOaraeT yIpekIalomuid XapakTep Mep obecreueHus: 0€30MacHOCTH
IIIn, To ecTb mocTaHOBKY 3amady mno komiuiekcHou 3ammure UCIIJIH m peanuzamuio mep
obecnieuenus OezomnacHoctH IIJIH Ha panHuMx cragusx paspaborku MCIIJIH B nemom u ee

CHUCTCEMBbI 3al1IUThI I/IH(l)OpMaI_[I/II/I, B 4aCTHOCTH.

CoBepIlIEHCTBOBAaHUE — IIPEAIOIAraeT IIOCTOSSHHOE COBEPILIEHCTBOBAHUE MEpP U CpPEICTB
3alUThl  MH(POpPMAMd Ha OCHOBE KOMIUIEKCHOTO MPUMEHEHHS OpIraHHU3allMOHHBIX U
TEXHUYECKUX pEIICHUH, KBaTHU(pUKauu rnepcoHana, aHanuza Gpynkunonuponanus UCIIx u ee
CHUCTEMBI 3alllUTHI C y4eToM u3MeHeHuW ycioBui ¢yHkuuonupoBanus MCIIIH, mosBieHus
HOBBIX METOJIOB M CPEJCTB IepexBara MH(pOpMalUu, U3MEHEHUH TpeOOBaHUNH HOPMATHBHBIX

JIOKyMEHTOB 110 3amure [1/1H.

[TepcoHanpHas OTBETCTBEHHOCTh — TNPEINOJAraeT BO3JOKEHUE OTBETCTBEHHOCTH 32
obecnieuenne Oe3omacHoctu [1[ln m MCII[IH Ha KaXa0oro HCIOIHUTENSI B Tpeneiax ero
MOJJHOMOYHMI. B COOTBETCTBHMM ¢ 3THM NPHHIMIIOM paclpe/e/iecHHe MpaB M 00s3aHHOCTEH
UCTIONTHUTENEH CTPOUTCS TakuM oOpa3oMm, 4TOObI B Cly4ae IIO0OT0 HapylIeHUs Kpyr

BHHOBHHUKOB OBLII YETKO U3BECTEH WIIN CBCJCH K MUHUMYMY.

MuHuManibHast JOCTaTOYHOCTh — MPEAINOIAraeT MpPeJOCTABICHUE UCIIOIHUTEISIM MUHUMAIbHO
HeoOxoauMbIX TpaB noctyma K pecypcam MCII/IH B COOTBETCTBHMH C TMPOM3BOJCTBEHHOMU

H606XOI[I/IMOCTBI-O, Ha OCHOBC IMPpHUHIHUIIA «3aIIPCIICHO BCC, YTO HC pa3pCUICHO SIBHbIM o6pa30M».

['MOKOCTh CHCTEMBI 3alIUTHl — MPEANOIaraeT HaJlu4he BO3MOXKHOCTH BAPbUPOBAHHUS YPOBHEM

3alMIIEHHOCTH TIPU H3MEHEHHH yciaoBui ¢pyHKknonuposanust UCII/IH.

O0s13aTeIBHOCTE KOHTPOJIAA — HIpeAarojiaract 00513aTEILHOCTD U CBOCBPCMCHHOCTD BLIABJICHUA U
MMpeCCUYCHHA MOIBITOK HAPYIICHUA YCTAHOBJICHHBIX IMPaBUJI obecrieueHHst OE30MaCHOCTH HﬂH Ha
OCHOBC HCIIOJIB3YEMBIX CUCTEM U CPCACTB 3allUThI I/IH(l)OpMaIH/II/I. KOHTpOJII) 3a ACATCIBHOCTBIO
KaXXI0ro0 IOJIb30BATCIIA, KAXAO0TO CPpEACTBA 3allUTBI U B OTHOIICHUH KaXXJ10I0 00BeKTa 3allUThI
JOJDKCH OCYHICCTBIIATHCA HA OCHOBC IPUMCHCHUA CPCACTB KOHTPOJIA U PErUCTPpalvi U JOJIZKCH

OXBaTbIBATh KaK HCCAHKITMOHUPOBAHHBIC, TAK 1 CAHKIIMOHUPOBAHHBIC I[Gf[CTBHSI II0JIb30BaTeICH.

5. OcHoBHbIEe TPeOOBAHHUS 110 3aIIMTEe HH(POPMALIH COCTABJIAIONIEH NepPCOHATbHbIE

JAAHHbIE

3amuta naopmarmu B UCII/IH SBAsSETCS HEOTHEMIIEMOW COCTABHOW YaCThIO yIPaBICHUYCCKON
U Hay4dHOM MESITEIIbHOCTH O0pa30BaTEIBHOTO YUPEXKACHUS W JIOJDKHA OCYIIECTBIISITBCS BO

B3aMMOCBSI3H C IPYTUMH MEpPaMH I10 3amuTe nHdopmaiuu, coctapisitomiei [1/1H.



3amuTa HHPOPMAINH SBIISIETCS COCTABHOHN YacThIO Pa0OT IO CO3/IaHUIO U KCILTyaTaIliH
NCII/H 1 1omkHa OCYIIECTBISATHCS B YCTAHOBJICHHOM Hacrtosel [lonutukoi nopsiake u

PCAIN30BBIBATHCA B BUAC CUCTEMbI (HOI[CI/ICTCMBI) 34U ThI HI[H

3amuTa nHGOpPMAINH TOJIKHA OCYIIECTBISITHCS TOCPEICTBOM BBITIOTHEHHUS KOMILIIEKCa
MEPOTPHUSITHIA MO MPEAOTBPAIIECHUIO YTEUKH HH(DOPMAIIUY IO TEXHMYECKUM KaHajaM, 38 CYeT
HCJI x Heit, o npeaynpexaeHuIo MpeaHaMePeHHBIX TPOrPAMMHO - TEXHUYECKUX BO3EHCTBUM
C TEJBI0 HAPYIICHUS ETOCTHOCTH (YHUYTOXEHUS, UCKKEHHS) THPOPMAIIMH B TMPOIECCE €€
00paboTKu, nepeaaur U XpaHeHUsI, HapyLIeHHs €€ CAaHKIMOHUPOBAHHON JOCTYITHOCTH U

paborocnocobnoctu TC.

B UCII 1 nomKHBI HCHIOIBb30BATHCS cepTU(GUIUPOBAHHbIE 110 TPEOOBAHUAM 0€30I1aCHOCTH
UH(POPMALIUU CPEAICTBA 3AIUTHI HHPOPMALUHU U (MIIN) TEXHUYECKHE U OpraHU3allMOHHbIC
pelIeHts, UCKITI0YaloIINe yTeUKy HHPOPMAIUH 110 TEXHUYECKUM KaHanaM, 3a cueT HC/I,
HpeayIpexaatole HapyIlleH!e LeJIOCTHOCTH HH(POPMALMU U €€ CAaHKLIMOHUPOBAaHHOMN

AOCTYIIHOCTH.

3amura HHPOPMALIUHU T0JKHA OBITh JU(PPEepeHIIMPOBAHHON B 3aBUCUMOCTH OT MIPUMEHSIEMBIX
TEXHUUYECKUX CPECTB, 00padaThIBalOMX HH(pOpMalnio, cocTasistonryto [1/1H,
yctanoBieHHoroyposHs 3amuieHHoctd UCIT/IH, ycranosnennoro kinacca UCIIa u

ytBepxkaeHHon aia UCITIH moaenu yrpos.

Bce ucnonbzyemsie B UCITJIH cpencTBa 3aiuThl HHGOPMAIUH 10JKHBI OBITH TPOBEPEHBI HA
COOTBETCTBUE OIPAaHUUYECHUSAM U YCIOBHUIM 3KCIUTyaTalluH, U3JI0KEHHBIM B cepTU(UKATE
COOTBETCTBUS, SKCIUTYaTallMOHHOM JJOKYMEHTAIUK WK GopMyJisipe (JU1sl TEXHUYECKUX U

IIPOrPaMMHBIX CPEJICTB 3aLIUTHl HHPOPMAIIUU COOTBETCTBEHHO).

Oo6paboTtka naopmammu cocrapistonei [1J[H ocyiecTBiseTcss Ha OCHOBAaHHH MHCEMEHHOTO
paspemienus (IpuKasza) pyKOBOJAUTEIS 00pa30BaTEIHBHOTO YUPEKIEHHUS, B KOTOPOM

skcruryatupyetcss UCI/IH.

OTBeTCTBEHHOCTh 3a 00€CIIeUeHNE BEIITOTHEHHUS YCTaHOBJICHHBIX Tpe6OBaHHﬁ 110 3aIIuTe
I/IH(I)OpMaI_II/II/I BO3JIaracTcs Ha pyKOBOAUTCIIA O6pa3OBaTCJ'ILHOF O YUPCKIACHUS, B

KOTOpOMcO31aeTcs (coBepiieHCTBYyeTcs1) U akcmuryarupyercs UCI/IH.

Bcee UCITIH nomKHBI TPOMTH OLIEHKY 3((EKTUBHOCTH IPHHUMAEMBIX MEp MO 00ECIeUSHHIO

6e3onacuoctu [1/1H 1o Havana o6padboTku nHopMarmu cocrasisromeit [1/1H.

6. Ilopsiiok opraHu3anMu U MPoBeAeHHs PadoT Mo 3amuTe HHGOPMAITUT



Opraamzanus padoT 1o 3amuTe HHPOPMALUU BO3JIATaeTCsl HAa PyKOBOJHUTENSI 00pa30BaTEILHOTO
YUPEKIEHUS, OCYIIECTBISIOMIETO pa3paboTKy (MoaepHU3anuio) W (WIH) DKCILTyaTaIuio

WCII/Tn.

Opranuzanus ©u mpoBeaeHHE paboT 1o 3amuTe uHpopManuu, cocTapuswoomend [IJHHa
pa3IUYHBIX CcTaiusx pa3paboTku, BHeapeHus u Ikcruryatanuu  MCII[H onpenensiercs

I[GflCTBymIHHMH B PO HOPMAaTUBHBIMHU JOKYMCHTAMU U HACTOAIINM JOKYMCHTOM.

[IpoBenenue padot mo 3ammre nHopmanuu, cocrapistomeii [1JH, ocymecTBiseTcs cuiiaMu
00pa30BaTeNIbHOTO yUpeKJIeHus, B KoTopoM co3aaercs (coBepueHcTByercs) MCIIn. B cinyuae
HEBO3MO>KHOCTH WJIN HELIEeJIeCO00pa3HOCTH BBIIOJIHEHHs padoT MO 3aluTe MHGOpMaLuu CUiIaMu
00pa30BaTENILHOTO YUPEKICHUS K 3TUM paboTaM JOJKHA MPUBJIEKATHCS CHEIMAIM3UPOBAHHAS
opranusanys, MMerouasa COOTBCTCTBYIOMMNE JIMICH3WU Ha IPABO BBITIOJITHCHUSA pa60T U OKa3aHuA

yeayr o T3KU.
Craguu co3laHusi CUCTEMBbI 3aIIUThl HH(POPMAaIIUH:

[IpennpoexkTHas cTaauss — BKJIIOYAET MPEANPOEKTHOE oOcienoBanue cosnaBaemoir MCIIH,
pa3paboTKy aHAJIUTUYECKOr0 OOOCHOBaHHS HEOOXOAMMOCTH CO3/aHUS CHUCTEMBI 3alllUThI

HH(bOpMaI_II/II/I U TCXHHUYCCKOI'O 3adaHHuA Ha €€ CO3JaHHC.

Cramus mpoekTupoBaHus (pa3paboTku mpoekTtoB) u peanmm3anuu MCIIJlH — Bkimrodaer

pazpabotky C3I1/Ix B coctae UCII/IH.

Craaus BBosa B neiictBue cuctembl C3II/[H — BKIIOYAET ONBITHYIO SKCILTyaTalluI0 U MPUEMO-
CHATOYHBIE HWCIBITAHUS CPEACTB 3alIUThl WH(OpPMAIMM, a TaKkKe OLEHKY 3(hdeKTHBHOCTH

IPUHUMAaEMBbIX Mep 1o obecneueHuto 6e3zonacuoctu [1/1H.
7. Tlopsimok obecnedenusi 3amuThl nHGopManuu npu kcruryaranun UCIIn

Oxcmutyarauus WMCIIIH nomkHa OCyIIECTBISATHCS B IMOJHOM COOTBETCTBHM C YTBEPKICHHOMN
MPOEKTHOM, OpPraHU3alUOHHO-PACIIOPAIUTEIBHON MW AKCIUTyaTallMOHHOM  JTIOKYMEHTalHeun

WCII/Tn.

OTBEeTCTBEHHOCTh 3a obOecrieueHne 3ammuThl HHGopmaluu B nporecce 3kcruryaranuu MCIT/Ix
BO3JIaraeTcsi Ha PyKOBOAUTENS 00pa30BaTEIbHOTO YUPEKACHUS, B BEIEHUU KOTOPOTO HAXOIAUTCS

sta UCII1/]H.



OTBETCTBEHHOCTH 32 COOJIO/ICHUE YCTAHOBJICHHBIX TPEOOBAHUH 110 3amuTe HHGOPMAITUU TIPH e
obpaborke B MCII[lH Bo3maraercs Ha HemocpeAcTBeHHbIX wucnonHutenedd MCII/Ix

(mosib30BaTenei, aAMUHUCTPATOPOB, OOCITYKUBAIOIINI IIEPCOHAT).

3a HapylleHHE YCTAaHOBJICHHBIX TpeOOBaHMN TO 3ammTe HWHPOPMAIUU PYKOBOIUTENH
00pa3oBaTeIbHOTO  YUYpekJeHUus, B BeaeHuu kotoporo Haxomutcs WCIAn u (wim)
HCHOCpGI[CTBGHHBIfI HUCIIOJIHUTECIIb TMPHUBJIICKAIOTCA K OTBETCTBECHHOCTH B COOTBETCTBHUU C

JIerlcTByomKUM B PD 3aKOHOIATEIBCTBOM.

8. IlopsoK OpraHu3auuM 1eJ0NPOU3BOACTBA, XPAHEHHS U 00palleHUs] HAKOMHUTeJ el

U HOCcHTe e HH(POPpMALUHT

Bce nakomurenu um Hocutenu uHpopManmm conepkamme I1JlH HAa Oyma)XHOW, MarHWTHOM,
MarHuTO - ONTHYECKONM W HHOM OCHOBE, HCIOJb3yEMbIE B TEXHOJIOIMYECKOM IIpoliecce
o0pabotku unpopmanuu B MCII/IH, momiexaT ydeTy, XpaHEHHUIO 1 00paIleHHI0 B COOTBETCTBUU

¢ TpeOOBaHUSIMHU KOH(MUIEHIINATHLHOTO ACIONPOU3BOICTRA.

Opranuzanus ¥ BeJleHHE ydeTa Hakonutened u Hocurtened [1/IH, opranuszanus Ux XpaHEHUs,
oOpareHuss W YHHYTOXEHUS OCYIICCTBIISIIOTCS OTBETCTBEHHBIMHU  JIEJIONPOU3BOIUTESIMU

KOH(l)I/II[eHI_II/IaJ'IBHOFO ACJIOIIPON3BOACTBA.

[T[1, nomxHbI 000COONATHCS OT WHOM WMH(GOpPMAllMK, B YAaCTHOCTH MyTeM (UKcaluu UX Ha
OTJIENBHBIX MaTepualbHbIX HOcuTeNsx [1/IH, B crenmuaibHBIX pasfenax Wik Ha Hoisx ¢Gopm

(6aHKOB).

HpI/I (I)I/IKCH.I_II/II/I HI[H Ha MaTCpUAJIbHBIX HOCUTCIIAAX HE HOOIYCKACTCA (I)I/IKCEU_II/I}I Ha OJHOM

matepuainbHoM Hocutene [1/1H, ienun o0paboTKH KOTOPBIX 3aBEIOMO HE COBMECTUMBI.

Hnst 06paboTku paznmuunbix kareropuit I1/[H, ocymiecTBisiemoil 6€3 MCHOIB30BaHUSI CPEICTB
aBTOMaTu3aluu, Ui Kaxiaod kareropun [IJ[H [OMKEH WCMONB30BAaThCS — OTACIIBHBIN

MaTepI/IaHBHHﬁ HOCHTCIIb.

Ob6pabotka [1/la 6e3 Hcronb30BaHMsI CPEICTB AaBTOMATU3ALUH JOJDKHA OCYIIECTBISATHCS TaKUM
o0Opa3oMm, 4ToOBl B OTHOLICHMM Kakaod Kareropuu IIJ[H MOXHO OBLTO ONpenenuTh MecTa
xpanerus [1/[H (MaTepuanbHBIX HOCHUTENEH) M YCTAHOBUTH NEPEYEHB JIUI, OCYIIECTBIISIFOIINX

006pabotky I1J[H 160 UMEIOIIMX K HUM JOCTYTI.

JomxHo obecrieunBaThes pasaenbHoe XxpaHeHue [1JIH (MaTepuanbHBIX HOcUTENe), oOpaboTka

KOTOPBIX OCYHICCTBIACTCA B pa3JIMYHBIX LEIAX.



[Ipn xpaHeHuu MaTepuaNbHBIX HOCHUTEIEH JOJKHBI COOJIIOIAThCS YCIOBHSI, oOecreunBaroIine

coxpa”HocTh [1/IH 1 HCKITIOYaroe HECAHKITMOHUPOBAHHBIA K HUM JTOCTYII.

9. KoutpoJb cocrosinus u 3¢pextuBnoctu 3amutbl UCIIIH

B UCITI/[IH nomkeH OCyLIECTBIATHCS KOHTPOJIb M (WJIK) ayAUT COOTBETCTBHUsS 00paboTku I1/[H
nerictByromuM B PD 3akoHOmaTenbcTBY M TpeOoBanusM Kk 3amute [1/[H, a Tak ke HacTosIIei

Ilonutuke u NOKaJIbHBIM aKTaM O6paSOBaTCJIBHOr0 YUPCIKACHHA.

KOHTpOJ'IB 3aK/II0O4YacTCsd B OLICHKEC BbIIIOJHCHUA Tpe60BaHHI>i HOPMATUBHBIX JOKYMCHTOB,
000CHOBAaHHOCTH IMPUHATBIX MEPp U OLICHKC B(b(peKTI/IBHOCTI/I MPUHATBIX MCpP IO 00CCIIeUYCHHIO

I/1H.
KoHnTpons noapasnensercst Ha onepaTUBHBINA U IUIAHOBBIN (IEPUOANYECKNUIA).

B nporecce skcrutyaranuu UCIT/IH B nensx 3amutel nHbopManuu or HCJ ocymiecTBisitoTes
OTICPATUBHBIM KOHTPOJb MW TEPUOAMYECCKUN KOHTPOJIH 3a BBIMOJTHEHHUEM HCIOJHUTEISIMU
TpeOOBaHUIl  JEUCTBYIONIMX HOPMATUBHBIX JOKYMEHTOB IO BOMNpocaM oOecrneueHus

Oe3omacHOCTH | 3anuThl [1/]H.

C 1enplo CBOEBPEMEHHOI'O BBISBICHHS U MPEJOTBPALICHUS YTEUKH MHPOPMALUU, UCKIIOYESHUS
wi cyuiectBeHHoro 3arpyaHeHuss HCJ[ m mpenoTBpalieHusi CHenqUalbHBIX BO3JEHCTBUMN
(TpOrpaMMHO-TEXHHYECKUX U JIp.), BBI3BIBAIOIINX HApPYIICHHE LEIOCTHOCTH MH(OPMAIH HIIN
paborocnocoOHOCTh TexHudyeckux cpenacts, B MCII[AH oOpa3oBaTeNbHBIX YUYpEKIACHU
IPOBOJUTCS IJIAHOBBIA NMEPHOAMYECKHH (HE peke OJHOro pasa B rojl) KOHTPOJIb COCTOSHUS

3amUThl HH(HOPMAIIUH.

I[Ipy mnpoBeneHUM IIIAHOBBIX MPOBEPOK OCYLIECTBIAETCS KOHTPOJb BEICHUSA YUYETHOMU
nokymenTtanuu, 3amuiieHHoctd MCIIa ot yreuku I[I/lH MO TeXHWYECKUM KaHaIam,

BbIOOPOYHBIN KOHTPOJIb COJIEP)KUMOT0 HAKOMUTENEH U HOCUTeNnel HHPpopMaIiu, 1 T.1.
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